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(54) FAULT DETECTING METHOD, COMPUTER SYSTEM, CONSTITUTIONAL DEVICE, AND 
RECORDING MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a computer 
system and a constitutional device capable of efficiently 
detecting the occurrence of a fault in a distributed 
system. 

SOLUTION: In an agent, server 10, a cyclic information 
receiving processing part 12 decides the sort of a 
received token and a state monitoring processing part 
13 or a monitored object changHng processing part 14 
generates a corresponding transmission token based on 
the judged result and agent management information. 
The generated transmission token is transmitted to 
another agent server 10 to be a succeeding transmission 
target in cooperation with a cyclic information 
transmission processing part 15. The processing part 15 
detects the occurrence of a fault in the agent server 10 
to be a transmission destination, updates the agent 
management information and informs a system control 
management server 20 of the fault accurrence through a 
communication control part 11. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

IThis document lias been translated by computer. So the translation may not reflect the original 

precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 

[Claim(s)] 

[Claim 1]While it is the method of detecting existence of a fault occurrence in two or more 
computer paraphernalia distributed by environment in which two-way communication is possible 
and each computer paraphernalia receive patrol information sent out from other computer 
paraphernalia other than self, A process in which patrol information over other computer 
paraphernalia which are the next sending-out targets based on the patrol information concerned 
and round hysteresis information held beforehand is generated, While sending out generated 
patrol information to other computer paraphernalia which are said next sending-out targets, A 
process in which supervise existence of an obstacle in computer paraphernalia of a transmission 
destination based on this sent result, and a fault occurrence is detected is performed in this 
order at least, An obstacle detection method which makes it spread in round to all the computer 
paraphernalia which had said patrol information distributed, and is characterized by carrying out 
the health check of the existence of a fault occurrence in specific computer paraphernalia 
between computer paraphernalia. 

[Claim 2]Said patrol information is information formed by either patrol information for 
surveillance, or patrol information for surveillance object change, and said patrol information for 
surveillance, A relay interval for controlling transmission time of identification information about 
computer paraphernalia of a sending out agency, and this patrol information, And are the 
information formed including a serial number for maintaining the compatibility of this patrol 
information, and said patrol information for surveillance object change, The obstacle detection 
method according to claim 1 being the information formed including identification information 
about computer paraphernalia of a surveillance object added or deleted to environment in which 
said two-way communication is possible. 

[Claim 3]The obstacle detection method according to claim 1 or 2, wherein said patrol 
information for surveillance object change is information for making changed information over 
environment by an addition or deletion of specific computer paraphernalia in which said two-way 
communication is possible spread to all the distributed computer paraphernalia. 
[Claim 4]Identification information concerning [ said round hysteresis information ] self computer 
paraphernalia, information showing an attainment state to this time of said patrol information in 
self computer paraphernalia, Information showing operating status about other computer 
paraphernalia at present, And an obstacle detection method of either of claims 1 thru/or 3 which 
being the information formed including information showing an influencing state of said patrol 
information for surveillance object change, and holding for said every computer paraphernalia so 
that updating is possible given in a paragraph. 

[Claim 5]. Based on a gestalt of said distribution for specifying a transfer order of said patrol 
information, grouping of said round hysteresis information was carried out beforehand. An 
obstacle detection method of either of claims 1 thru/or 4 being what is formed including 
information about all the computer paraphernalia used as a surveillance object in a group who 
belongs self computer paraphernalia given in a paragraph. 

[Claim 6]A computer system with an obstacle detection function characterized by what is 
notified to said 1st computer paraphernalia whenever it has the following and said trouble 
detecting means detects a fault occurrence. 

Connect respectively and the 1st computer paraphernalia that manage in generalization 
environment in which two-way communication is possible, and two or more 2nd computer 
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paraphernalia each 2nd computer paraphernalia, A patrol information creating means which 
generates transmitting patrol information over other 2nd computer paraphernalia that serve as a 
next transmission object based on the patrol information concerned and round hysteresis 
information held beforehand while receiving patrol information transmitted from other 2nd 
computer paraphernalia other than self. 

A trouble detecting means which supervises existence of an obstacle in the 2nd computer 
paraphernalia of a transmission destination based on this transmission result, and detects a fault 
occurrence while transmitting generated transmitting patrol information to other 2nd computer 
paraphernalia used as said next transmission object 

A fault notification means to notify information about a detected fault occurrence to said 1st 
computer paraphernalia. 

[Claim 7]The computer system according to claim 6, wherein said patrol information creating 
means is constituted so that said transmitting patrol information of either for surveillance or a 
for [ surveillance object change ] may be generated based on classification of said patrol 
information which received. 

[Claim 8]When said patrol information from other 2nd computer paraphernalia other than said 
self exceeds waiting time set up beforehand based on said round hysteresis information, said 
patrol information creating means, The computer system according to claim 6 or 7 constituting 
so that the same transmitting patrol information for surveillance as transmitting patrol 
information transmitted last time from the 2nd self computer paraphernalia may be generated. 
[Claim 9]When said received patrol information is the patrol information for surveillance object 
change, said patrol information creating means, The computer system according to claim 6 or 7 
constituting so that information about other 2nd computer paraphernalia that are based on the 
patrol information concerned, and are added or deleted to environment in which said two--way 
communication is possible may be made to reflect in said round hysteresis information and may 
be updated. 

[Claim 10]While said trouble detecting means specifies other 2nd computer paraphernalia that 
serve as said next transmission object based on said round hysteresis information and transmits 
said transmitting patrol information, Based on predetermined confirmation-of-receipt information 
and said round hysteresis information of the 2nd computer paraphernalia of this transmission 
destination, The computer system according to claim 6 constituting so that existence of a fault 
occurrence may be detected by judging either [ "normal" ] or "abnormalities" for operating 
status in the 2nd computer paraphernalia of this transmission destination. 
[Claim 11]When operating status in the 2nd computer paraphernalia of said transmission 
destination is judged to be "abnormalities", said trouble detecting means, The computer system 
according to claim 10 which specifies other 2nd computer paraphernalia that serve as a next 
transmission object further based on said round hysteresis information, and is characterized by 
being constituted so that the transmitting patrol information concerned may be continued and it 
may transmit. 

[Claim 12]It judges operating status [ in / in said fault notification means / the 2nd computer 
paraphernalia of said transmission destination ] "is normal", And when operating status of the 
2nd computer paraphernalia of the transmission destination concerned in said round hysteresis 
information is "abnormalities." The computer system according to claim 10 constituting so that 
information which expresses restoration of the 2nd computer paraphernalia of the transmission 
destination concerned to said 1st computer paraphernalia, and which is related with "being 
normal" may be notified. 

[Claim 13]The computer system according to claim 12, wherein said trouble detecting means is 
constituted so that this transmission result and an obstacle detection result may be made to 
reflect and said round hysteresis information may be updated ignited by the completion of 
transmitting of said transmitting patrol information to the 2nd computer paraphernalia of said 
transmission destination, 

[Claim 14]Said 2nd computer paraphernalia patrol information by a token based on 
predetermined token passing, A computer system of either of claims 6 thru/or 13 which 
constituting based on said round hysteresis information so that it may be made to go round to 
said all 2nd computer paraphernalia of corresponding others distributed in environment in which 
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said two-way communication is possible given in a paragraph. 

[Claim 1 5]A computer system with an obstacle detection function characterized by what is 
notified to said 3rd computer paraphernalia whenever it has the following and said trouble 

detecting means detects a fault occurrence. 

Two or more 1st computer paraphernalia that become information acquisition request origin in 
environment in which two-way communication is possible, Two or more 2nd computer 
paraphernalia that perform an offer of information to said 1st computer paraphernalia, And 
connect respectively and the 3rd computer paraphernalia that manage in generalization 
environment in which said two-way communication is possible said 1st and 2nd computer 
paraphernalia, A patrol information creating means which generates transmitting patrol 
information over other 1st or 2nd computer paraphernalia that serve as a next transmission 
object based on the patrol information concerned and round hysteresis information held 
beforehand while receiving patrol information transmitted from other 1st or 2nd computer 
paraphernalia other than self. 

A trouble detecting means which supervises existence of an obstacle in the 1st or 2nd computer 
paraphernalia of a transmission destination based on this transmission result, and detects a fault 
occurrence while transmitting generated transmitting patrol information to other 1st or 2nd 
computer paraphernalia used as said next transmission object. 

A fault notification means to notify information about a detected fault occurrence to said 3rd 
computer paraphernalia. 

[Claim 16]The computer system according to claim 6 or 15, wherein environment in which said 
two-way communication is possible is the wide area network environment which was built by 
including two or more local network environments in the inside and containing predetermined 
ISDN which can be contracted out. 

[Claim 17]The computer system according to claim 16 constituting based on a communications 
protocol based on fixed TCP/IP. 

[Claim 18]It is respectively connected to the 1st computer paraphernalia that manage in 
generalization environment in which two-way communication is possible, and two or more 2nd 
computer paraphernalia, It is the recording medium which recorded a program code as which it is 
read by said 2nd specific computer paraphernalia, and the computer paraphernalia concerned are 
operated as an operating condition monitoring device to said other 2nd computer paraphernalia, 
While receiving at least patrol information transmitted from other 2nd computer paraphernalia 
other than self, said program code, Processing which generates transmitting patrol information 
over other 2nd computer paraphernalia used as a next transmission object based on the patrol 
information concerned and round hysteresis information held beforehand, While transmitting 
generated transmitting patrol information to other 2nd computer paraphernalia used as said next 
transmission object, Processing which supervises existence of an obstacle in the 2nd computer 
paraphernalia of a transmission destination based on this transmission result, and detects a fault 
occurrence, A recording medium being a thing which makes said 2nd computer paraphernalia 
perform processing which notifies information about a detected fault occurrence to said 1st 
computer paraphernalia. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invent! on]This invention relates to a system management and obstacle detection 
art, and relates to the technique of reducing in more detail the traffic which starts data 
communications in the network environment of a distributing system, and detecting the fault 
occurrence in computer paraphernalia efficiently. 
[0002] 

[Description of the Prior Art]In recent years, development of the computer system which 
performs an offer of information with various gestalten to a user by development of the large- 
scale and high-speed network environment represented by communications networks, such as 
the Internet, is prosperous. In these computer systems, the system construction of high 
reliability and system management management in consideration of the degradation of the whole 
system accompanying a fault occurrence, the security to the unauthorized entry person to a 
system, etc. are desired. 

[0003]Two or more computer paraphernalia which take charge of execution of characteristic 
processing, maintenance of information, etc., for example are distributed and arranged on a 
network, and the distributing system which aims at improvement in the processing efficiency in 
the whole system is known for such a computer system. In this distributing system, the 
client/server system type communication configuration is adopted, and a user uses the interface 
for access from the computer paraphernalia used as a client side, accesses a server, and usually 
acquires desired electronized information. 

[0004]As one gestalt of the construction in a distributing system, a network environment is built 
with the large-scale WAN (Wide Area Network) environment having contained two or more LAN 
(Local Area Network), for example, While making each server which takes charge of 
characteristic processing of a WWW (World Wide Web) server, DNS (Domain Name System), a 
Proxy server, etc. distribute on this WAN, The system management technique which performs 
unitary operation management with the generalization managing server which manages the whole 
system in generalization is known. 

[0005]In such a system management technique, by checking each agent's starting mentioned 
later, a generalization managing server supervises an agent's operating status, and detects a 
fault occurrence. In order to perform central control from the surveillance manager 
generalization managing server which specifically supervises the generalization operating status 
over two or more computer paraphernalia, such as a server used as a surveillance object, In 
each server machine which were distributed, the surveillance application called a surveillance 
agent (it is only hereafter described as an "agent") is stationed permanently. The "event-driven 
method" is usually adopted as the agent. 

Only when a fault occurrence is detected in an agent, that is notified to a generalization 
managing server. 

[0006]Although there is a merit which makes the traffic between an agent and a generalization 
managing server and the resource usage rate of a generalization managing server reduce in this 
event-driven method, when there is no notice from a specific agent in a generalization managing 
server, while the agent concerned is working normally, there is no notice — or whether the agent 
concerned has stopped and there is any notice cannot judge from a generalization managing 
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server. 

[0007]Some obstacle detection techniques are proposed though it is an event-driven method in 
order to solve such a problem, and so that it may be possible to get to know two or more agents' 
operating status in real time in a generalization managing server. Hereafter, with reference to 
drawings, the outline is explained about the conventional obstacle detection technique. The data 
communications between a generalization managing server and an agent shall be based on the 
remote access via a network. 

[0008](1) Polling drawing 9 from a generalization managing server is a figure showing one 
embodiment in the distributing system of a conventional type. In order that a generalization 
managing server may check each agent's starting, while performing an inquiry of a seizing 
acknowledgment, i.e., polling, periodically to the agent of each machine which serves as a 
surveillance object from the generalization managing server side, each agent returns a check to 
this inquiry. Since the check to a generalization managing server does not return when 
abnormalities etc, occur to an agent, in the generalization managing server side, the obstacle 
detection in the agent concerned is attained ignited by this check impossible. 
[0009](2) Process health check drawing 10 within a surveillance object machine is a figure 
showing the health check between the processes in the computer paraphernalia of a 
conventional type. The health check between the agent processes in the specific computer 
paraphernalia (a "machine" is called hereafter) which constitute a distributing system is 
expressed with this figure. This technique detects obstacles, such as a down of an agent 
process, by supervising mutually whether two or more agent processes were respectively started 
inside each machine used as a surveillance object, and each agent process has started mutually. 
For example, since it is constituted so that a reboot of the agent process in which other agent 
processes were downed is possible when a specific agent process is downed, prevention in the 
state where an agent process continues being downed is attained. Simultaneously with down 
detection of a specific agent process, since this fault occurrence is notified to a generalization 
managing server from other agent processes, the obstacle detection to the machine from the 
generalization managing server side is attained. 

[0010](3) Sub generalization managing server installation drawing 1 1 is a figure showing one 
gestalt of the operation in the distributing system of a conventional type. In the usual distributing 
system, since two or more surveillance object machines are installed in the same LAN in many 
cases, two or more agent itself exists. Then, this technique is constituted so that the specific 
agent in two or more surveillance object machines may achieve the function as a sub 
generalization managing server in LAN. The agent who functions as a sub generalization 
managing server notifies the fault occurrence of the agent concerned to a generalization 
managing server, when it asks for every fixed time to other agents and the check from a specific 
agent does not return. In a generalization managing server, the obstacle of the surveillance 
object machine concerning an agent [ / ignited by this notice ] is detected. 
[0011] 

[Problem(s) to be Solved by the Invention]By the way, there was a problem as shown below in 
the obstacle detection technique in an above-mentioned distributing system. 
(1) Since the traffic applied to polling with the increase in the number of polling agents from a 
generalization managing server also increases, the load in a network increases. In this case, 
although some solutions can be performed by lengthening the interval of polling, the real time 
nature in a distributing system will be spoiled. When a generalization managing server and the 
network between agents are WAN like ISDN (Integrated Services Digital Network), since it will be 
charged for every polling, there is the necessity for a system construction of having taken 
economical efficiency into consideration. 

[0012](2) Although an agent's prevention from a down is attained in the same machine used as 
the process mutual surveillance surveillance object within a surveillance object machine, 
management about the case where the machine itself [ concerned ] is downed cannot be 
performed. 

[0013](3) When the agent who functions as a sub generalization managing server installation sub 
generalization managing server is downed, it becomes impossible grasping other agents' operating 
status which the agent concerned made the surveillance object. When this is coped with and two 
or more agents of a sub generalization managing server are installed, network load increases and 
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judgment of the trade~off becomes difficult. Since the information which agent a sub 
generalization managing server supervises is also needed, the amount of signal transduction 
which is needed with the increase in the number of sub generalization managing servers also 
increases. 

[0014]Such a problem will be solved if the distributing system in consideration of the 
communications traffic between a generalization managing server and an agent and the utilization 
ratio of the resource can be built about detection of a fault occurrence. 

[0015]Then, there is a technical problem of this invention in providing the obstacle detection 
method which becomes detectable [ the efficient fault occurrence in a distributing system ]. 
There are other technical problems of this invention in providing a computer system suitable for 
operation of the above-mentioned obstacle detection method, and its component. There are 
other technical problems of this invention in providing a recording medium for general-purpose 
computer paraphernalia to realize the above-mentioned obstacle detection method, a computer 
system, etc. 
[0016] 

[Means for Solving the Problem]An obstacle detection method of this invention which solves an 
aforementioned problem, While it is the method of detecting existence of a fault occurrence in 
two or more computer paraphernalia distributed by environment in which two-way 
communication is possible and each computer paraphernalia receive patrol information sent out 
from other computer paraphernalia other than self, A process in which patrol information over 
other computer paraphernalia which are the next sending~out targets based on the patrol 
information concerned and round hysteresis information held beforehand is generated, While 
sending out generated patrol information to other computer paraphernalia which are said next 
sending-out targets, A process in which supervise existence of an obstacle in computer 
paraphernalia of a transmission destination based on this sent result, and a fault occurrence is 
detected is performed in this order at least, It is made to spread in round to all the computer 
paraphernalia which had said patrol information distributed, and the health check of the 
existence of a fault occurrence in specific computer paraphernalia is carried out between 
computer paraphernalia. 

[0017]The contents of each above-mentioned information are as follows. 

CD Patrol information : information formed by either patrol information for surveillance, or patrol 
information for surveillance object change. 

(2) Patrol information for surveillance : information formed including a serial number for 
maintaining a relay interval for controlling transmission time of identification information about 
computer paraphernalia of a sending out agency, and the above-mentioned patrol information, 
and the compatibility of the patrol information. 

(3) Patrol information for surveillance object change : information formed including identification 
information about computer paraphernalia of a surveillance object added or deleted to 
environment in which said two-way communication is possible. This patrol information for 
surveillance object change is information for making changed information over environment by an 
addition or deletion of specific computer paraphernalia in which said two-way communication is 
possible spread to all the distributed computer paraphernalia. 

Round hysteresis information : (4) Identification information about self computer paraphernalia, 
information showing an attainment state to this time of said patrol information in self computer 
paraphernalia, It is the information formed including information showing operating status about 
other computer paraphernalia at present, and information showing an influencing state of said 
patrol information for surveillance object change, and for said every computer paraphernalia, is 
held so that updating is possible. This round hysteresis information may be formed including 
information about all the computer paraphernalia used as a surveillance object in a group who 
belongs self computer paraphernalia by which grouping was beforehand carried out based on a 
gestalt of said distribution for specifying a transfer order of said patrol information. 
[001 8]A computer system of this invention which solves a technical problem besides the above, 
The 1st computer paraphernalia that manage in generalization environment in which two-way 
communication is possible, and two or more 2nd computer paraphernalia are connected 
respectively. While receiving patrol information transmitted from other 2nd computer 
paraphernalia other than self, each 2nd computer paraphernalia, A patrol information creating 
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means which generates transmitting patrol information over other 2nd computer paraphernalia 
used as a next transmission object based on the patrol information concerned and round 
hysteresis information held beforehand, While transmitting generated transmitting patrol 
information to other 2nd computer paraphernalia used as said next transmission object, A trouble 
detecting means which supervises existence of an obstacle in the 2nd computer paraphernalia of 
a transmission destination based on this transmission result, and detects a fault occurrence, 
Whenever it has a fault notification means to notify information about a detected fault 
occurrence to said 1st computer paraphernalia and said trouble detecting means detects a fault 
occurrence, it is a computer system with an obstacle detection function characterized by what 
is notified to said 1st computer paraphernalia. 

[0019]Said patrol information creating means is constituted so that said transmitting patrol 
information of either for surveillance or a for [ surveillance object change ] may be generated for 
example, based on classification of said patrol information which received. Or when said patrol 
information from other 2nd computer paraphernalia other than said self exceeds waiting time set 
up beforehand based on said round hysteresis information, it is constituted so that the same 
transmitting patrol information for surveillance as transmitting patrol information transmitted last 
time from the 2nd self computer paraphernalia may be generated. Or when said received patrol 
information is the patrol information for surveillance object change, it is constituted so that 
information about other 2nd computer paraphernalia that are based on the patrol information 
concerned, and are added or deleted to environment in which said two-way communication is 
possible may be made to reflect in said round hysteresis information and may be updated. 
[0020]While said trouble detecting means specifies other 2nd computer paraphernalia that serve 
as said next transmission object based on said round hysteresis information and transmits said 
transmitting patrol information. Based on predetermined confirmation-of-receipt information and 
said round hysteresis information of the 2nd computer paraphernalia of this transmission 
destination, by judging either [ ''normal" ] or "abnormalities" for operating status in the 2nd 
computer paraphernalia of this transmission destination, it is constituted so that existence of a 
fault occurrence may be detected. In this trouble detecting means, when operating status is 
judged to be "abnormalities", based on said round hysteresis information, other 2nd computer 
paraphernalia that serve as a next transmission object further are specified, and the transmitting 
patrol information concerned is continued and it transmits. Information which it judges operating 
status "is normal", and expresses restoration of the 2nd computer paraphernalia of the 
transmission destination concerned to said 1st computer paraphernalia when operating status of 
the 2nd computer paraphernalia of the transmission destination concerned in said round 
hysteresis information is "abnormalities" and which is related with "being normal" is notified. 
Ignited by the completion of transmitting of said transmitting patrol information to the 2nd 
computer paraphernalia of said transmission destination, this transmission result and an obstacle 
detection result are made to reflect, and said round hysteresis information is updated. 
[0021]Said 2nd computer paraphernalia patrol information by a token based on predetermined 
token passing, for example. Based on said round hysteresis information, it is constituted so that 
it may be made to go round to said all 2nd computer paraphernalia of corresponding others 
distributed in environment in which said two-way communication is possible. 
[0022]Two or more 1st computer paraphernalia that become information acquisition request 
origin in environment in which two-way communication of other computer systems of this 
invention is possible, Two or more 2nd computer paraphernalia that perform an offer of 
information to said 1st computer paraphernalia, And the 3rd computer paraphernalia that manage 
in generalization environment in which said two-way communication is possible are connected 
respectively. While receiving patrol information transmitted from other 1st or 2nd computer 
paraphernalia other than self, said 1st and 2nd computer paraphernalia, A patrol information 
creating means which generates transmitting patrol information over other 1st or 2nd computer 
paraphernalia used as a next transmission object based on the patrol information concerned and 
round hysteresis information held beforehand, While transmitting generated transmitting patrol 
information to other 1st or 2nd computer paraphernalia used as said next transmission object, A 
trouble detecting means which supervises existence of an obstacle in the 1st or 2nd computer 
paraphernalia of a transmission destination based on this transmission result, and detects a fault 
occurrence, . It is characterized by what is notified to said 3rd computer paraphernalia whenever 
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it has a fault notification means to notify information about a detected fault occurrence to said 
3rd computer paraphernalia and said trouble detecting means detects a fault occurrence. It is a 
computer system with an obstacle detection function. 

[0023]A recording medium of this invention which solves a technical problem besides the above, 
It is respectively connected to the 1st computer paraphernalia that manage in generalization 
environment in which two-way communication is possible, and two or more 2nd computer 
paraphernalia, It is the recording medium which recorded a program code as which it is read by 
said 2nd specific computer paraphernalia, and the computer paraphernalia concerned are 
operated as an operating condition monitoring device to said other 2nd computer paraphernalia, 
While receiving at least patrol information transmitted from other 2nd computer paraphernalia 
other than self, said program code, Processing which generates transmitting patrol information 
over other 2nd computer paraphernalia used as a next transmission object based on the patrol 
information concerned and round hysteresis information held beforehand, While transmitting 
generated transmitting patrol information to other 2nd computer paraphernalia used as said next 
transmission object, Said 2nd computer paraphernalia are made to perform processing which 
notifies information about a fault occurrence which supervises existence of an obstacle in the 
2nd computer paraphernalia of a transmission destination based on this transmission result, and 
detects a fault occurrence, and which was processed and detected to said 1st computer 
paraphernalia. 
[0024] 

[Embodiment of the Invention]Hereafter, with reference to drawings, an embodiment of the 
invention is described in detail. 

(A 1st embodiment) Drawing 1 is a functional block diagram showing the embodiment at the time 
of applying this invention to the computer system which performs an offer of information. This 
computer system 1 distributes and arranges two or more agent servers 10, the system 
generalization managing server 20 which performs generalization management of the whole 
system, and two or more clients 30, and via the communications network L, respectively, it is 
connected so that two-way communication is possible, and it is constituted. The 
communications network L in this case is the wide area network environment by WAN containing 
ISDN etc. which can be contracted out built by including local network environments, such as 
two or more LAN, in that inside, for example. 

[0025]While the agent server 10 is an operating server which provides the service about the 
peculiar application and information which the computer paraphernalia which constitute the 
server concerned held to two or more clients 30, It functions as what is called an operating 
condition monitoring device that supervises operating status in between [ two or more ] agent 
server 10. Each server function in two or more agent servers 10 is constituted, for example so 
that DNS, Proxy, WINS (Windows Internet Network Service), a database management system 
(DBMS), etc. may be provided. 

[0026] Hereafter, by this embodiment, the explanation about the server function to the client 30 
realized by known art is omitted about the functional constitution in the agent server 10, and the 
functional constitution as an operating condition monitoring device between two or more agent 
servers 10 is explained. The data access between two or more agent servers 10 shall be due to 
the publicly known token passing technique (Token Passing Method) which makes a network 
patrol in order of the node beforehand set up in the message by a predetermined token. 
[0027]The system generalization managing server 20 is a server which manages the computer 
system 1 whole in generalization, and is positioned as a surveillance manager to two or more 
agent servers 10. When an obstacle occurs in the specific agent server 10, specifically, The 
system generalization managing server 20 which was based on the notice of the fault occurrence 
made from other agent servers 10, and detected the obstacle is constituted so that an 
administrator may be notified in the information about this obstacle or it may leave record (log). 
[0028]In the information retaining means which is not illustrated, the system generalization 
managing server 20 holds the surveillance management information about two or more agent 
servers 10. An example of the construction form in surveillance management information is 
shown in drawing 2. "Agent ID" is the identification information given respectively every agent 
server 10 among a figure, and surveillance management information is built from the group with 
the "IP address" of "agent ID" and the corresponding agent server 10. In this case, as for 
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''agent ID", in order to decide on a meaning and to use in order of transfer of a token within the 
surveillance group set up beforehand, it is desirable that it is a numerical value. So that the 
agent servers which a surveillance group is a set of the agent server for performing the health 
check of operating status among two or more agent servers 10, and were left in network may not 
supervise each other, What is necessary is just to build as an agent server group belonging to 
the same site preferably based on the distributed form tike the same LAN, a segment, etc. From 
this, the surveillance management information about all the surveillance groups is held with the 
system generalization managing server 20. 

[0029]The computer system 1 in this embodiment shall be constituted based on the 
communications protocol of publicly known TCP/IP (Transmission Control Protocol/Internet 
Protocol). However, it may not be limited to such an example but may be constituted based on 
the communications protocol of UDP. 

[0030]The agent server 10 which is realized by computer paraphernalia and which functions as 
an operating condition monitoring device, The communication control part 11, the patrol 
information receiving processing part 12, the condition-monitoring treating part 13 and the 
surveillance object change processing part 14 which are formed by reading and executing a 
predetermined program under self OS, and the patrol information transmission processing part 15 
are provided, and it is constituted. 

[0031]The above— mentioned program in which each function in the agent server 10 is made to 
form, Usually, it is stored in the inside or external storage of computer paraphernalia which 
constitutes the agent server 10 concerned by the arbitrary recording forms which can form each 
above-mentioned functional block, and it is read at any time and performs. For example, portable 
recording media, such as CD-ROM with disengageable computer paraphernalia etc., and FD, Or it 
may be stored in the program server etc. which were connected to the local area network with a 
computer-readable gestalt, it may be installed in the inside or external storage of the above- 
mentioned computer paraphernalia at the time of use, and execution may be presented at any 
time. The above-mentioned functional blocks 11-15 may be suitably realized by the formation by 
the above-mentioned program independent, or accessory movement with the operating system 
carried in computer paraphernalia. 

[0032]The communication control part 11 performs data transfer with the system generalization 
managing server 20 and two or more agent servers 10 via the communications network L. 
[0033]The response indication which patrols the patrol information receiving processing part 12 
from two or more agent servers 10 used as the surveillance object of operating status, and is 
made, namely, — while receiving via the communication control part 1 1 based on the agent 
management information which mentions a token (henceforth, receiving token) later — the 
classification of the receiving token concerned — "the token for surveillance" — or "the token 
for change" is judged. 

[0034]When the receiving token in the patrol information receiving processing part 12 is "a token 
for surveillance", the condition-monitoring treating part 13, While generating based on the agent 
management information which mentions later the transmission token for agent server 
surveillance which next time should be made to patrol, The token concerned is transmitted to 
other agent servers 10 which serve as a transmission object via the communication control part 
11 by moving together with the patrol information transmission processing part 15, 
[0035]The receiving token in the patrol information receiving processing part 12 the surveillance 
object change processing part 14, In the case of "the token for change" showing the addition or 
deletion about the specific agent server 10 used as a surveillance object, While generating based 
on the agent management information which mentions later the transmission token for agent 
server change which next time should be made to patrol, The token concerned is transmitted to 
other agent servers 10 which serve as a transmission object via the communication control part 
11 by moving together with the patrol information transmission processing part 15. 
[0036]WhiIe the patrol information transmission processing part 15 transmits the transmission 
token respectively generated in the condition-monitoring treating part 13 and the surveillance 
object change processing part 14 to other agent servers 10 which serve as a transmission object 
via the communication control part 11, Based on this transmission result and the agent 
management information mentioned later, the operating status in the transmission destination 
agent server 10 of the token concerned is judged. It is constituted so that this decision result 
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may be notified to the system generalization managing server 20 via the communication control 
part 11. Whenever it specifically detects the case where transmission is impossible, as a fault 
occurrence in the agent server 10 concerned to the transmission destination agent server 10 
which should make a transmission token patrol, the information about this obstacle detection is 
notified to the system generalization managing server 20. 

[0037]In this case, a transmission token is continued and transmitted to the next of the agent 
server 10 with which the obstacle was detected to other agent servers 10 used as a 
transmission object, It is constituted so that it may transmit again, when the transmission token 
has gone round to the self agent server 10 to the same agent server 10 with which the obstacle 
was detected. 

[0038]Next, the agent management information in the agent server 10 is explained. The agent 
server 10 operates the above-mentioned functional blocks 11~15 based on the agent 
management information concerned while holding the agent management information beforehand 
built in the information control means which is not illustrated. 

[0039]An example of the construction form in agent management information is shown in drawing 
3. "Agent ID" and an "IP address" correspond to the surveillance management information in 
the above-mentioned system generalization managing server 20 among a figure, and a transfer 
order of a token is determined based on this "agent ID." What is necessary is just to build the 
"IP address" corresponding to "agent ID" used as a missing number in agent management 
information, so that a zero clear may be carried out. 

[0040]"Operating status" is the information showing whether it is working or not, and the agent 
server 10 corresponding in this time this "operating status", There should be only information 
about the agent server 10 which did not need to hold the information about the operating status 
of all the agent servers 10, for example, transmitted the token to the past from the self agent 
server 10. 

[0041 ]It is the information showing whether the "transfer flag" was transmitted to the agent 
server 10 with which information, including the IP address of the agent server 10 concerned, 
etc., should make next time patrol a token, when a change of an addition, deletion, etc. about the 
specific agent server 10 was made. The information about the changed agent server 10 is 
transmitted in round by the transmission token from other agent servers 10 with which 
transmission was made to the self agent server 10. Since each agent server 10 needs to have 
the "surveillance group list" information about all the agent servers 10 which constitute a 
surveillance group, maintenance of the latest information is realized by this "transfer flag." On 
the other hand, "the waiting time for a token" and a "token serial number" are information in 
order to detect the mismatching about a token, and the error on communication. 
[0042]This agent management information is used as hysteresis information of the round about 
the token of the agent server 10 at present. What is necessary is just to build the data structure 
in agent management information suitably with corresponding gestalten, such as a tabular format 
and list form, without limiting to the above-mentioned example of construction. 
[0043]Thus, each agent server 10 should just hold the agent management information about the 
surveillance group to whom self belongs. The health check of operating status and automatic 
transfer of the configuration change information in the specific agent server 10 are realized by 
the agent management information concerned and the token which patrols between the agent 
servers 10. 

[0044]Next, the token which patrols between the agent servers 10 is explained. D rawin g 4 is a 
mimetic diagram showing the outline of the monitoring process of the operating status between 
the agent servers 10. At this embodiment, the token which patrols the computer system 1, i.e., a 
transmission token, patrols between the agent servers 10 with two kinds of gestalten so that it 
may illustrate. In the patrol information receiving processing part 12 in the agent server 10. A 
transmission token is received and "the tokens for change", such as an addition, deletion, etc. 
about "the token for surveillance" usual in the token concerned or the specific agent server 10, 
is judged from the flag showing the "processing classification" included in the token concerned. 
[0045]"The token for surveillance" is constituted including the "serial number" for maintaining 
the "relay interval" showing the round delay for controlling the flag "processing classification", 
"transmitting agency agent ID", and the transmitting processing time of a token showing the 
token for surveillance, and the compatibility of a token. Whenever it takes a round of a 
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surveillance group, when it is constituted so that that value may increase and a serial number 
increases a "relay interval", the "serial number" in this case so that a token may not flow too 
much, In the agent server 10, the value computed by having considered time to take a round 
from "the waiting time for a token" of agent management information and actual time is given. 
[0046]On the other hand, "the token for change" is constituted including the flag "processing 
classification" showing the token for change, "change agent ID" added or deleted to the 
communications network L in the computer system 1, and corresponding "change IP address." In 
this case, it is constituted so that it may judge with "deletion" of the corresponding agent server 
10, and a "addition" of the agent server 10 which corresponds in the case of the other value, 
when a "change IP address" is "0" for example. 

[0047]Since transmission of the transmission token to the agent server C of agent ID "003" was 
[ in / with this figure / the surveillance group A ] impossible, It means that the obstacle in the 
agent server C concerned is detected by the agent server B of agent ID "002" which becomes a 
transmitting agency, and the notice to the system generalization managing server 20 is made. 
[0048]Next, concrete operation of the computer system 1 in this embodiment is explained. 
Drawing 5 - 8 are the procedure figures in the computer system 1. First, the outline procedure in 
the agent server 10 shown in drawin g 5 is explained. The patrol information receiving processing 
part 12 of the agent server 10 detects the waiting time which starts reception of a token based 
on agent management information (Step SI 01). When received, without the waiting time 
concerned exceeding "the waiting time for a token" in agent management information (Step 
SI 01: receive, without exceeding), the patrol information receiving processing part 12 receives 
the token concerned, and judges the classification (step 8102-103). 

[0049]When the classification of the judged receiving token is "a token for surveillance", (the 
token for step SI 03:surveillance) and the patrol information receiving processing part 12, 
Processing is suspended based on the "relay interval" in the token concerned, or the "token 
waiting time" in agent management information (Step SI 04). The traffic in the communications 
network L is controlled by [ this / that carries out time standby ] having been specified "at 
intervals of the relay." Next, a control is moved from the patrol information receiving processing 
part 12 to the condition-monitoring treating part 13, and the monitoring process between the 
agent servers 10 is performed (Step SI 05), The monitoring process concerned is mentioned 
later. 

[0050]After completing the monitoring process concerned, the agent server 10 repeats return 
processing to Step SI 01 while it re-computes "token waiting time" by the information control 
means which is not illustrated based on this monitoring process result and updates agent 
management information (Step SI 06). When the receiving token in the patrol information 
receiving processing part 12 is "a token for change", change processing about the agent server 
10 which (the token for step S103:change) and a control are moved to the surveillance object 
change processing part 14, and is mentioned later is performed (Step SI 07). 
[0051]On the other hand, when a token exceeds waiting time and is received in the above- 
mentioned step SI 01, (step SI 01: It exceeded), Since a certain abnormalities — the existence of 
the agent server 10 and the communications network L which obstacles, such as a down, 
generated with the token held were divided — can be predicted, in the condition-monitoring 
treating part 13, the same transmission token for surveillance as last time is generated (Step 
SI 08). It is transmitted to other agent servers 10 which the token concerned moves together 
with the patrol information transmission processing part 15, and serve as a transmission object 
from the self agent server 10 next time. While re-computing "token waiting time" by the 
information control means which is not illustrated and updating agent management information 
(step SI 09-1 10), return processing is repeated to Step SI 01. 

[0052]In this case, other agent servers 10 used as a next transmission object are the agent 
servers 10 with which "agent ID" in the surveillance group list of agent management information 
serves as a large value after agent ID of self. When agent ID used as a larger value than self- 
agent ID does not exist in agent management information, the patrol information transmission 
processing part 15, For example, it is constituted so that the next transmission object agent 
server 10 may be specified based on agent ID used as the minimum in a surveillance group. By 
this processing, the source of release of an obstacle is specified from the token again patrolled 
to the self agent server 10. Transmitting processing of a token is mentioned later. 
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[0053]Next, the condition-monitoring procedure in the agent server 10 shown in drawing 6 is 
explained. It is judged whether the condition-monitoring treating part 13 is larger than the "token 
serial number" in the agent management information by which the "serial number" was held to 
the receiving token from the patrol information receiving processing part 12 at the self-agent 
server 10 (Step S201). When judged with carrying out "1" increment from what compared the 
"serial number" of the receiving token with the "token serial number" in agent management 
information, and specifically received last time, (Step S201;Yes), The "transfer flag" with which 
agent management information corresponds based on "transmitting agency agent ID" in the 
token concerned is checked (Step S203). On the other hand, since it means that (Step S201:No) 
and the receiving token concerned are going round doubly when the "serial number" of the 
receiving token has not carried out increment from the "token serial number" in agent 
management information, the receiving token concerned is canceled (Step S202). 
[0054]By next, the check of a "transfer flag". [ in / at the condition-monitoring treating part 
13 / agent management information ] When judged with there being change to the corresponding 
agent server 10, it moves together with (Step S203: It is subject to change to an agent), and the 
surveillance object change processing part 14, and the token for change is generated (Step 
S204). It is constituted so that the "change IP address" in the token for change may specifically 
be set up by the IP address of the agent server 10 with the change corresponding to a "transfer 
flag." 

[0055]The "transfer flag" which the generated token for change is transmitted to other agent 
servers 10 which serve as a next transmission object by the patrol information transmission 
processing part 15, and corresponds in agent management information is cleared ignited by this 
completion of transmitting by the information control means which is not illustrated. (Step S205- 
206). 

[0056]Next, in the condition-monitoring treating part 13, agent ID of self is set as transmitting 
agency agent ID", and the token for surveillance is generated (Step S207). The condition- 
monitoring treating part 13 compares "transmitting agency agent ID" in a receiving token with 
agent ID of self. When "transmitting agency agent ID" is below agent ID of self, (Step S208:No), 
While setting up the "token serial number" in agent management information to the "serial 
number" of the token for surveillance (Step S209), the "relay interval" of the token for 
surveillance is set up (Step S210). 

[0057]On the other hand, when "transmitting agency agent ID" is more than agent ID of self, 
(Step S208:Yes) and the condition-monitoring treating part 13, While carrying out "1" increment 
of the "token serial number" in agent management information and setting up the "serial 
number" of the token for surveillance (Step S211), Based on the "token waiting time" in agent 
management information, and actual time, the "relay interval" of the token for surveillance is set 
up (Step S212). 

[0058]According to the "serial number" set up to the token for surveillance in the information 
control means which is not illustrated in the above-mentioned step S208 - 212, While updating 
and holding the "token serial number" in agent management information (Step S213), in the 
patrol information transmission processing part 15, the set-up token for surveillance is 
transmitted to the agent server 10 which serves as a transmission object via the communication 
control part 11 (Step S214). 

[0059]Next, the change processing procedure about the specific agent server 10 shown in 
drawing 7 is explained. When the change to the computer system 1 by an addition or deletion of 
the specific agent server 10 is made. This change is made to reflect to the agent management 
information which each agent server 10 corresponding to the surveillance group to whom the 
agent server concerned should belong holds, and it must update. In this case, changed 
information, such as an addition and deletion, is not transmitted to each agent server 10 from 
the system generalization managing server 20, but agent server 10 self used as a change target 
transmits the changed information concerned to other agent servers 10 used as a next 
transmission object by a token, by this processing, to all the agent servers 10 in the computer 
system 1, the changed information concerned is boiled and that including the agent server 10 
with which obstacles, such as a down, are detected spreads. 

[0060]In agent server 10 addition. The newest surveillance group list and agent ID of self shall be 
beforehand given from the system generalization managing server 20 at the time of this addition, 
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and in agent server 10 deletion, The token for change shall be generated based on agent ID of 
self in agent management information. 

[0061]First, the surveillance object change processing part 14 sets up the IP address of the 
receiving token concerned in the surveillance group list of agent management information to the 
"IP address" corresponding to "agent ID" of a receiving token (Step S301). The surveillance 
object change processing part 14 sets up the "transfer flag" corresponding to "agent ID" of a 
receiving token in agent management information (Step S302). Next, while the surveillance object 
change processing part 14 generates "the token for change" which set up the IP address of the 
agent server 10 with change as a "change IP address" (Step S303), It moves together with the 
patrol information transmission processing part 15, and the token concerned is transmitted to 
the agent server 1 0 used as a next transmission object (Step S304). 

[0062]In the patrol information transmission processing part 15, the "transfer flag" with which it 
moves together with the information control means which is not illustrated ignited by the 
completion of transmitting of "the token for change", and agent management information 
corresponds is cleared (Step S305). In this case, what is necessary is just to constitute so that 
the clearance to a "transfer flag" may not be performed although the token for change is 
transmitted to the agent server 10 which serves as a next transmission object further when 
other agent servers 10 used as a next transmission object are downed for example. 
[0063]From the above processing, agent server 10 self used as change targets, such as an 
addition and deletion, Without transmitting to all the agent servers 10. what is necessary is to 
transmit only to the agent server 10 used as at least one transmission object, and the token for 
change with the token and the "transfer flag" to patrol. Corresponding changed information 
spreads certainly to all the agent servers 10. 

[0064]Next, the transmitting procedure of the token shown in drawing 8 is explained. The patrol 
information transmission processing part 15 acquires a next transmission object, i.e., the IP 
address of the agent server 10 which should next make a token patrol, from the surveillance 
group list of agent management information (Step S401). When a next transmission object is the 
self agent server 10, (Step S402:Yes) and the abnormal value showing an error are returned. On 
the other hand, when a next transmission object is except agent server 10 of self (Step S402: 
No), the patrol information transmission processing part 15 transmits a token to the agent server 
10 concerned via the communication control part 11 (Step S403). 

[0065]Next, the patrol information transmission processing part 15 judges the transmission result 
of a token via the communication control part 11. When the token concerned is transmitted 
normally, (Step S404:Yes), the case where "operating status" of the agent server 10 with which 
the token concerned was transmitted in agent management information is checked, and the 
"operating status" concerned is "normal" — ( — - step S405:normal) and normal values are 
returned. 

[0066]On the other hand, it is reported when the "operating status" concerned is 
"abnormalities" (Step S405: abnormalities), the patrol information transmission processing part 
15 "is normal" in the agent server 10 corresponding to the system generalization managing 
server 20 (Step S406). The patrol information transmission processing part 1 5 updates the 
"operating status" about the agent server 10 with which it moves together with the information 
control means which is not illustrated, and agent management information corresponds "for it to 
be normal" (Step S407). By this step S405 - processing of 407, the notice of "restoration" 
about the agent server 10 in which transmission of the token had failed is made to the system 
generalization managing server 20 to last time. [ what is called ] 

[0067]When a token is not able to transmit normally in the above— mentioned step S404 (Step 
S404: No), the patrol information transmission processing part 15, The last "operating status" 
about the agent server 10 of a transmission destination in agent management information is 
judged, the case where these decision results are "abnormalities" — ( — it returns to step 
S408:unusual) and Step S401, the agent server 10 which serves as a next transmission object 
further is specified, and processing is repeated, 

[0068]On the other hand, when "operating status" is "normal" (Step S408: normal), the patrol 
information transmission processing part 15 notifies the obstacle detection in the agent server 
10 concerned to the system generalization managing server 20 (Step S409). The patrol 
information transmission processing part 15 moves together with the information control means 

http://www4.ipdLinpit.go jp/cgi-bin/tran.web_cgi„ejje?atw„u=http%3A%2F%2Fwww4.i... 2008/1 2/1 0 



JP,2000-148539,A [DETAILED DESCRIPTION] 



11/12 



which is not illustrated, and updates the 'operating status in agent management information to 
"abnormalities'' (Step S410), 

[0069]As the check technique about the transmission result of the token in the above- 
mentioned step S404, It may constitute so that the transmission result of a token may be judged 
based on the response including the confirmation-of-receipt information made from the agent 
server 10 side of a transmission destination in the patrol information transmission processing 
part 1 5 using TCP which is connection-oriented communication, or UDP of a connectionless 
type, for example. 

[0070]Thus, in the computer system 1 of this embodiment. While making a token patrol among 
two or more agent servers and carrying out the health check of the operating status in each 
agent server, Only when the obstacle in a specific agent server is detected, from this obstacle 
detection being notified from other agent server side to a system generalization managing server. 
The communications traffic in a network environment can be reduced without performing polling 
from a system generalization managing server like conventional method. 

[0071]Since operating status is mutually supervised based on the token patrolled between agent 
servers, while grasp becomes certainly possible in real time mostly, the activation status of each 
agent server, For example, the down of the agent server device itself, the down of the agent 
process in an agent server, etc. are detectable as a fault occurrence. 

[0072]Since all the agent servers in a network environment are in the same position, load sharing 
becomes possible, without the traffic which starts the surveillance of operating status as 
compared with conventional method concentrating. 

[0073]Since it is notified to a system generalization managing server only when an obstacle is 
detected in an agent server, the network load between a system generalization managing server 
and an agent server and the usage rate of a resource are reduced remarkably. 
[0074]When contracting out for example, while the always-on connection with a network 
becomes unnecessary in the distributing system which went via WAN, Since the operating status 
in an agent server can be notified to a system generalization managing server by necessary 
minimum communication, communication cost is reduced and economic effectuation improves 
substantially. 

[0075]Changed information, such as an addition, deletion, etc. about the specific agent server 
used as a surveillance object. Since the agent server concerned itself makes it go round to other 
agent server groups by a token, it becomes possible to make the changed information concerned 
affect a network environment, without a system generalization managing server involving. 
[0076]Even if it is a case where obstacles, such as a down, have occurred in a specific agent 
server, based on the token to patrol, the transfer of the automatic information over other agent 
server groups of a system generalization managing server is attained, without involving. Thus, 
according to the computer system 1 of this embodiment, the processing efficiency concerning 
the reliability and operation management in the whole system improves substantially. 
[0077](A 2nd embodiment) For example, it is made to apply to two or more clients which can be 
set to a client/server system, and this invention can also be constituted. The client in this case 
possesses at least the patrol information receiving processing part 12 which is the same 
functional block as the agent server 10 in the above-mentioned computer system 1, the 
condition-monitoring treating part 13, the surveillance object change processing part 14, and the 
patrol information transmission processing part 15, and is constituted. 

[0078]The point that this client is different from the agent server 10, For example, it is the point 
of providing the display for showing the information about the fault occurrence detected to the 
client, and a client is made to constitute so that a message etc. may be outputted to output 
units, such as a display device provided in a client. Substitution of the processing equivalent to 
the communication control part 11 is attained by using the function of communications control 
to provide in the client itself. 

[0079]The agent server 10 in a 1st embodiment, As mentioned above, the health check of 
operating status is performed among two or more agent servers, and all the agent servers 10 are 
positioned as a peer level from a viewpoint of a hierarchy of system in the computer system 1. 
By a 2nd embodiment, as the agent server 10 and computer paraphernalia of a peer level, make 
two or more clients function them respectively, and from this, for example like, The above- 
mentioned functional blocks 12-15 are made to incorporate and provide, and it becomes possible 
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by constituting a client to acquire an effect equivalent to the agent server 10 in the above- 
mentioned computer system 1. 

[0080]When the above-mentioned computer system 1 is built using the client of this 
embodiment, All the computer paraphernalia other than the above-mentioned system 
generalization managing server 20 serve as a peer level, and the health check of the operating 
status between two or more clients, between two or more agent servers 10, and between a 
client - the agent server 10 of them becomes possible. 
[0081] 

[Effect of the Invention]According to this invention, there is a characteristic effect of becoming 
detectable [ the efficient fault occurrence in a distributed type computer system ] so that 
clearly from the above explanation. According to the computer system of this invention, since 
the health check of operating status can be performed between the computer paraphernalia 
which constitute a distributing system, system management management environment with high 
reliability and processing efficiency has an effect which becomes realizable. 

[Translation done,] 
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* NOTICES * 



JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 



LThis document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 

[Brief Description of the Drawings] 

[Drawing 1] The functional block diagram showing one embodiment of the computer system of 
this invention. 

[Drawing 2] An example of the construction form in surveillance management information. 
[Drawing 3] An example of the construction form in agent management information. 
[Drawing 4]T he mimetic diagram showing the outline of the monitoring process of this 
embodiment. 

[Drawing 5] The procedure figure in the agent server of this embodiment 
[Drawing 6] The procedure figure in condition-monitoring processing. 
[Drawing 7] The procedure figure in agent change processing. 
[Drawin g 8] The procedure figure in token transmitting processing. 

[Drawing 9]T he figure showing one embodiment in the distributing system of a conventional type. 

[Drawing 10]T he figure showing the health check between the processes in the computer 
paraphernalia of a conventional type. 

[Drawing 1 1]T he figure showing one embodiment in the distributing system of a conventional 
type. 

[Description of Notations] 

I Computer system 
10 Agent server 

I I Communication control part 

12 Patrol information receiving processing part 

13 Condition-monitoring treating part 

14 Surveillance object change processing part 

1 5 Patrol information transmission processing part 
20 System generalization managing server 

30 Client 

L Communications network 
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[0 0 3 2] JlfiMtPSM 1 afffflL^/VbTfyx 

T-iNiSffigJ11tw^2 OROTIiS(^OX— S/^a:>^b^--y^ 
1 0 ^Ot"^— t>OT^$);g)o 

[0 0 3 3] ffim'ftfgsmagp 1 2t±. ^^fljm^to^ 

^I>rt^^^^lI»S(Ox-->>^x>'b^-/^l 0:^>^MllIb 

[0 0 3 4] 1 3\±. mmtm^mm^ 

§pi 2to^-^t^^{f h-^>^:^^^ ^mmv-^i^} com 

SgP 1 5 ^ifcffit^-^ d t 19 51{f SOfPgR 1 1 bT 
3M{M?**^^^{tox-v^xVh^t-^^l 0^cMbT3M 

30 [0 0 3 5] sim^f^^M^aJigp 1 4 Mmif s^ffi 
^TLJlgpi 2^c:Jo^t^^{Sl— mmiiMtr^^m 
SOx-^^^ocV bl^-/^ 1 0 tcHf ^iato*fct3:gij|^^ 

^ X- ^/ b 1^—/ ^^Sffl 03MfS h — ^ ly^mmT ^ 

^^mmmm^\^i i;^/rbTMtm^^^fflox->>^ 

[0 0 3 6] mrn'mmmmm^^ 1 5 1*. vimmmmM 

nfc)M{M b - ^ >'^3iM M»gp 1 1 ^fr i.r mimm t 
:&;g)ft&iDx— ^^^oivb-y-^^^i oicMvxmmt'^tt 
fe^c, MMf$§*iitga'r;5x-^>^a:vbWfflif$g^jt 

a*:5v^TSi^b-^VCD)Mff^fex-e>^J:Vbi:^-/U 0 

"^-^^1 oicMi.xmm^nmm^^. ^Kx— 
50 b-y--/^ o\cmf^mm^^ti.xmat-^mi^. m 
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[0 0 3 7] ccom^. umh-^i^i±. mmm^n^ 
mmMu'^tircm—:^--:^:^ i^hv--^^ i o icmlx 

[0 0 3 8] yK\^. X— OtC^'^t^X 

Co 0 3 9] 0 3lCX--e>^xVb«S1f?StC*5^:h^t^ 

m^^O-M^^t*o rx-v^^invb I Dj 

0frcfett^^«Waiff8^->t*JSt-§^>C>Tfe!9. v-^ 

^^n^c x^-^^^oi^'h^aiffg^c^ov^T. Mx, 

1^1. ^^#^^-3X1/^^ rx— >>^j:>^h I Dj ^Cj>fjSf^ 

[0 0 4 0] r^iijm^j ti:^ imM.\^^^^^xtm<t^ 

[0 0 4 1 ] rea^^^J #ffi<?3X-->>x>'h^ 

-/SI otc:H'r;5ie*a'^ffm^o^swt)nfc«'a- 

tc, ^^x-$>^^>bit-/n OOI PrFVX^fD'lf 
OlceaLfc;6^S:b^^a^1f«^^fe;^o ^M^tifc 

[0 0 4 2] ^lox-e/jivFesfffg^^N x-e^^xv 
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[0 0 4 3] CC^3J;^tC. #X— S/ju Vb1t— /S 1 0 

$g^x-^>^x^/b+^-/Sl OK^ElHft^^ b-^>i:^c 
/S 1 0 ^^SMIWS^Oglie^:^^*^^ 

[oo4 4]5^^c, X— e;^xvb'9-— /SI oK^^3S[Hit' 
10 -/s 1 0 fM\^^h^:^mm^m(ommm(omw^mrm 

9^c2^is^omlT:^x-->?x>'bt^-/sl om^mm^ 
-^t^oTfe^o X— >>^J:^^bt^— /SI oic-m-y^Mm'iM 
m^mmmi 2x\±. mmY-^iy^^m\.x. 

x-^^x^/b^y-wsi ottp-r^MAn^fM^o r^M 

20 [0 0 4 5] rig|i;^5b^/^vj m%mY-'7i/^ 

^fyyf mmmmA . r3-^#7t:x->?j:>'b i 

DJ . b-a7>'(05g{f«n#K^JfpM^^/ci6t73)l<[lI® 

l^^m- ryp-p^iPpij . Rt^b-^^'CD^^tt^^lS^ 

b1^-— /SI otc^i/^T^ X— >^x:^bWJM1S$gO Tb- 

30 L T» tH ^ntz^mm-^^^ ti^^(ox'h^o 

[0 0 4 6] rsmfflb-^>j ^-mmv- 

Mx-s^^ji^/b I Dj . m}M^^<^^ r^MI FT Fix 
XJ ^^/uTF^«^$n^o ca^^i-^, l?fJ^-^^\ r^Mi 
piTFU-xj roj cDiS'&tiMiS^^x— :^^xvbit 
-/SI ocD rgfji^^j , ^^fc. ^mx^l^cDfi^D^-a'tctij^ 
jS^^x-e>^3ivbi^-/s 1 oco rjitoj ^w^^^cfc 

40 [0 0 4 7] ^/c. CODHT^i, ga^I^^/l/— 

TX— $>^xVbID ro 0 3 J (^X— -^^ocVb^— /SC 

\cn^:bmmY-^iytmm^mx-&^tctc}i>^ ^^x 

->^a:>'b1?--/SC^Ciolt§l*»jb^s ^{frc^^^^SX- 

v^a:>^ bID To 0 2 J f^X— :>^j:>'b^— /SBiCcfcD 
mP^nTv'X7^i:.MSWJl1^--^S2 0 tC^f^^iia?^^^ 

[0 0 4 8] ^^Sfifl^Mc^o^t^r^Vtf — 

X-ri^ 1 <DM{*W^ftm^^l'-^T®i0^^^o la 5 — 8 

50 §o astc^^x— ^^x^bit— /SI otc^ott-g) 



(9) 



2000-1 48539 



15 

(Xt-^VT'S 1 0 2-1 0 3) o 

[0 0 4 9] m^^Hfc^mh-^i^comm^ r^iim 

>-^^/j (Of§^ia± (X-r^y:/S 10 3: &mh- 

(Xr-^yT'S 1 0 4) o <l^^3 ruu-r^PBJ ^^fflS^tl 

gPl 2;6^e)ttSI^?S^5Qifflg|5l 3^C^^^tlTX-i>^xVh 
^->^^1 0P^t^:^t?;gKmaWt)ti^ (X-r-^y^S 
1 0 5) o ^43. ^Klg?I®atC'0(/>TtifiM^^o 

[0 0 5 0] '^w^mmmtmr^ik. x->?:cv^t^- 
6) , XT-^y^s 1 0 1 \t.mK>mm:mx)m^o ^/c. 

rah-^:yj iD^-a-tct^ (X-r^y^S l 0 3 :SMfflh 

nt>n^ (7s-f-yys 107)0 

[0 0 5 1 ] — 7^. ±tBXx^y7''S 1 0 1 lc:^\,-^rh — 

T's 1 0 1 :®x.fc) . h-^:y^imi.rc^^^^:y 

^^DPt«;6^f§^b/cX— :7j:Vh+f— ^^1 0 

7b^e>^ m^i^mjigpi 3^c:i3i.>T. tum^^-osgm 
m(ommh-^zy^^f^T^ (7.^y:/s i os) o ^ 

S 1 0 9—1 1 0) , X-r^y y'S 1 0 1 lcM\)iinim^m 
[0 0 5 2] ci£0»^. :kmoyMmMMtr^^i&(OJi- 

i^vv-T'-K^cifeij^ rx'-e>^x^/h I Dj t\ sao 

X— I D(o:kKi^'^\,mt'^^^:^—iy:r,i/hV- 

— /^i o^^fc^o gax— s^'ai^/h I Dx^±^\^Mt 
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^\ ^ T in to mmMM X- 01 V h -y— / ^ 1 0 
[0 0 5 3] laetc^t'x— s/xvMt— 1 0 

0 1) o *f*Wtct±. ^{f h-^vo rii#j ^x-e; 

tumSffibfc^^Ocfct) ri J ti^^bTt/v;stws^nfc 
Jg-a-^ai (x-7"^y:/s 2 0 1 : Yes) . mmh-^-yic 

rjMftTcX— i>^ji>'h I Dj tca-:5v^Tx— >>^x 

(X-r^yT'S 2 0 3) o — 75". ^ftb^^VfT:) r)l#j 

20 ;6=^X-->>^xVh©fflf#6tc:|b^^t^ rh^^^/ffiSj J;t9 
t^^'^bTl/^^^lz-^S^icti: (XT^^y^S 2 0 1 : No) , S 

<ii:;^^&^^^#h— (Xr-^y^^SZO 
2) o 

[0 0 5 4] ^m^m^m^i 3xi±. x-$>^x 

^^iS^^x-e>^x>'h'^j--^^l o^c^MTb^^fe^^W 
^^n/c^^tc^i (X*r^y:/S 2 0 3: x— v^xVh^c 

SMstj) ^ ^mim^Mmm^i 4tm]i^xmw.m 

30 h-^v^^^j^f^ (xx^yys 2 0 4) o mm^ic 

r{ga>^'^<^j tc?^fjS*r^^Mi7Dfeo:rcx->?x>h-9- 
[0 0 5 5] ^^^nfcSMfflb-^Vtis iSlUltlBJM 

40 (XT-^y7''S 2 0 5 — 2 0 6) o 

[0 0 5 6] immmim^i 3xi±. mmixs 

r^mMh-~^>*^^t-^ (X-r^yyS 2 0 7) o * 

-fMTtX— v^^ouV'h I DJ i: gaox— S^^x^'b I D^^ 
itmr^o rjg{S7rx-i;^xVb I Dj ;b^gaox-5>^ 
x^/h I DJ^^T^O^^-a^^ti (X7"^y7°S 2 0 8 : No) , 

x-v^x>^heffl'itfgtc^^t^ rh-^va#j ^ism 
ffih-^^o ra»j i^Mi^xt^^f^ttt^ic (XT- 

50 ^y 2 0 9) . mmh-^ZycO TU W^Pgj 
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&ir^ (X-r^y^S 2 1 0) o 

[0 0 5 7] — 7^. mm7X,:^-zy:^iyh I Dj ff^S'B 
£Dx-$>^x>h I DJ.X±^0±l^^ct± (Xr-^y 2 0 
8 :Yes) . :iRmmmm^l St*. X-e;^^:i:Vb^Jl 

2 11). X->>^^>^h'#Jl1f»c:^^t^ rh-^>ft 
^vu-mfm ^m^T^ (y^^y^S 2 1 2) o 

[0 0 5 8] la^L^^Htfgea^gSTHd:. ±ib 

X-r^y^S 2 0 8 — 2 1 2 tC*5V^T^?IM h — ^ 
(Xx>yys 2 13). Mf|g3M{fmsgn 5^^^. 
(Xx^y^S 2 1 4) o 

[0 0 5 9] H7frC^t-#S^0X-e;x>^M^— 

/^i otciii^^SM^EO;Ji^je^c^i/^Ti?Jw*r§o 

X— X ^/ h / ^ 1 0 comn ^ m^mic J; ^ n V tf 
^-:^>/X'rAUc^>f^;ggM:^^^^n^«'a*^ SISx 

x-i>^x :y b ^ 1 0 TbHSif x- v h eS'lt 

V\ CfOW^. i/X'rAr^ffigiltf->^^2 0:^^5>#x- 

:y h -9—^^ 1 0 --^mu'pmmm(Dmw.mm^mmt 

:^(DX^±r^<^ ^M*t*t^^x— >>^x^/^t^-/^^l o 

^^^fificDx— ::;^^x^/h'9--^si otc^r^bTMf-r^o 
C ^DMJMtC X 0 . ^^^^ Pf tlT ^ X- 

o^Sr'&A6T. SK^MWS^^s n:ytf 
a.—^iiyXr-L. 1 tC^Btt^Sf '^TOX->>^a:Vb'9--/^ 
1 OtC?>fbTtc?&&^tL^t)CD^5&:^o 
[0 0 60] X— e>^a:Vbt^— ^^1 Oi&JPiDi^'a' 

M*tOS«.^Vl/-:7^-'K&ti^Sa^0x->:^^>'h I D;6^ 

[0 0 6 1 ] mmm^^mmmi 4 ti. x--s>^ 

^vco rx-s>^j:>h I DJ icMJ^s^^ n Kl^ 

xj «^LT. mm^mh-^zycDi p^ki/x^^^ 
-r^ (xx^y y s 3 0 1 ) o ^fc. mmmm^mimv^ 
1 4t±. x-e;?xvMf«[f»c43i'^TS{th-^7vc) 
rx-i>xvb I Dj icnm^^ re5t7^^j 

(Xx^yy s 302)0 ^m^^f^^M^JlSI^ 
1 4t^. SM^^$>'::>/cX— i>^jiVMf— 1 OCOI Pr 
Fl^X* r^MI Pr KVXj i^LTtS^Lfc f^HS 
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h-^^y^ ^^f^T^ttt>\c (XT^^y^^s 303). 

C>-Mf>rtftt:^^X->;j:>h'9--/^l OtcJ-^LT^MfM 
(X-r^y 3 0 4) o 

[0 0 6 2] mmmmmmm^\i 1 5 xi±. ^^mm v 
^«ll!)bTx-i;^a:>'^eMf$g^D>r^J^:^T^ rf^a^^^ 

i^'j ^^VTT^ (X-r^y:/S 3 0 5) o ^O;^^. fifij 

X. . [H f?3 miwMM tr^^i&(D X— :y b ^ i 

t^^x->>^x>'bi^w^i oKMi^xmimv—^i/ 
[0 0 6 3] i;jL±(Dmmio^^. mi^'^nmmcD^m.MM 

^7§:^x-i>^xVb1:^-Ml OSm±. SMfflb— 
r^TtDX->>^ai^/b1tw^l otc>rtbT3^{ft^§ 

bt?--^u otccD*^jg{it-ntfa<. mm-r^b-^^^ 
20 TfDx-s^^xvb-y-— /^i oKMLxmmcmisct^'^ 

[0 0 6 4] m8icmrh-^i^<Dmmmm^m 

ic^i^^xmmT^o mmwmmmmmi 5i±^ x-$; 

ip-^ b--i^:y*:^j^ii:iSlil^'^^^^x-e>^x^^b1^ 
-/^l Of?:> I Pr Fl/X^ffi^ffT^ (X'r^yy'S4 0 
1) o :k^(ominM'^^^^^(D:ii—zy:r.:yhV-—^^i o 
X$>^m^lC}^± (X^^y^'^S 4 0 2: Yes) . x^— ;^ 

30 x->>^x>'b'9--^^l OJ^X^I^T^fe^W-ar (XT^^yys 4 

0 2 : No) . mmimmmmmm 1 5 3i#sijfpgi5 1 

1 :=gr/rLT^Mx->>^xVb-9-w^l Otii^bTb-^:^ 

>'^D3M^t;^^T^ (X-7">y7°S 4 0 3) o 

[0 0 6 5] mmmmmmm¥>i st^. mmm 
1 ^/rLTb-^vo3M{s^ss>^M^t-^o 

b-^^/^^IE^tc}gM^n/c«^tcti (X^^y :/S 4 0 

4 :Yes) . x^S>^xVbWJl1ffB^C^l^TSKb-^ 

>'?(?'^^'ff ^n/tx-i>^x>' bu-/^ 1 0 (D r»f»m^j 

40 (X-r^y^S 4 0 5: lE^) , JEmmMmt-^o 

[0 0 6 6] mm mwmm^ mn^ (om^ 

(Xx^y :/S 4 0 5: . iS0lt$Ei^fiMMg|S 1 5 

s/X7"i^g^eesit-/^2 otc^^fLT^^J;S^^X'- 
^::>^x>b1tw^l oic^if^ riE^j ^asn*^^ (xt" 

^y7'S 4 0 6) o ^/c. mmlWBiMfl^lOiSSM 5 ti. M 

^shrs\,^mmmm^mt^m\.x:r.^^j:c-yhmm'\m 

Mj ^ riE#j ^cMif^^ (X-r^y7'S 4 0 7) o 
Xx^y^S 4 0 5 — 4 0 7cD^aJitcJ;t), fulll^T^b- 

50 i7>'(DjMM7b^*i5[bTi/^fcX":^^x>'bi^-/n o\cm 
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mil r«[Bj (omw->:^'ri.mmmm^-^'^2 

[0 0 6 7] ^fc. J:fE!X-r^y:/S 4 0 4^c43t/^Th — 

4 : No) . m^mmmmmmmi 5t±. ^i-s^x^/hw 

-eSofc^^tUi (XT-^y^S 4 0 8: S®) , x-r^y 

^ (Xx^y :/S 4 0 8: iEB) . iSHI'lf $a3M«ffiJigP 1 
ys 4 0 9) o ^/c. miU'[t$S3^ma^ 1 5li. 0^ 
4 1 0) o 

[0 0 6 9] ±fHX7"^y 7°S 4 0 4 tCifett^ 1— ^^^(D 

1 5^. n:t-^>^a>Mf?3a{ST^^^T CP^ 

fcti n :^ a V UXSiO U D P ^ffi ^/^T}M#^^Dal- 
>>^al y h^-/^ 1 0M;^^&^^ti^iM7t51ltStf*^'a*t? 

[0 0 7 0] (KD^olc, ^^SEJg^tonvtfa. — ^?-> 
X -r 1 ti. X- ^i/h ^ w ST^T^ h - ^ V 

fflS^?!^^ t ^^tc, V hit- >^^tC45 

Jlit- /^*^e)CD^^^— U^^i^^^ff 5c:^^<. ^^yhU— 
[0 0 7 1 ] ^fc. x—::>^Jl>^t^->'^fflspp1TmloI^ 

[0 0 7 2] ^fc. hy-^^l^tC^B^t^^-^TO 

[0 0 7 3] Sfc. X'->;^^Vhit-7^ti::fe(/^Te«*^' 

^^P^n;feBM^C^Da^^/X•ri^J^^SWa+^-^^^^ 
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[0 0 7 4] ^fc. m^f. WAN*»Sbfc:^5'i(->X 

si*->XT-i^»s©at^-/wa*ppitg^c^:^^&. ffl 

{fax h ;^'^ft'iJM^^ja&J^?i3*^^>^e^^TR]±r 
[0 0 7 5] ^fc. SE?I5-\f*^^^#^<^X— :/x 

[0 0 7 6] ^^IC, #^OX— e/x>'b^— ^'^tC^l/^ 

^ ^/^cS-5i/>Tfflox— s>^x >^ b V-—>^'^micMir^ glj 
<Dn>tf:3i— ^>'X7"AncJ;tit*\ ->X"ri^.^f*:tt:*5 

20 

[0 0 7 7] (|g2ft«m^) M^x-tf. 

-YT^vb •'9--7^$/X7"A^n*5tt;5Mmo^^^rvb 
XxAl teife^t^x— s:;^xVb'9-— >^^1 O^llI— cDi^tg 

agpi 3. mmmm:mmym\^i 4. Rtfisni'ifffiMi 

[0 0 7 8] CfD^*5'-f7'Vb;6'«X— ^^xVb-y-— >^^1 

^}^x^^. ^'5'-rTvbm«^n^'rVxyws 
^^^rvbgmc*{i^n^ffi{f$ij 

[0 0 7 9] ^ 1 ^SSim-J^:J3^t^X— v^xVbt^— 

1 0^^. ±aiO.];^tc. fflSSc(Dx— i>^x>'b^-/^PBll? 

40 XT-i^nc^^t^>'X7"i:stDPgil69:^|i;iS:6^&^^x 

TC>x— $/^aiVb^--/^l 0ti|l]{41^^;l/t bT{uS# 

t±\ ^aiSCCO^'^^TVb^s X-i>^d:Vbi?--/^l 0^ 

n 1! :x - :^ ^ b aftg^^ J; ^5 
tc, ±fH«tg::^^n^y^ 1 2-1 5 ;^ffi*^iiA.TM«^ 

^'^^rvb^«^^^cl^Jn<l;t)±faravt!^- 
^->X7"i^H<i:|D^t^X— S/^jiVbl?*— -/^l O^I^^CD 

[0 0 8 0] :^mMBM(D^'^^T:yh^m^^X±m:=i 
50 vif :i.-i^5/X'ri.. 1 ^^tt^b;rc»^tcti. ilBv^X-r 
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[0 0 81] 

X X A J&«^-r s 3 vf a. - ^ SWffiT^^flJ^^fiS© 

[02] ^mmmmm\^iis<<-y^mmmm<D-m. 
mo 

[1215] ifmmmo:>3i.~iy3L-yY-^-;%\,zmir^mM 
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[H 6 ] ■mm^wm.\^t5i,f ^mm-mm. 

m 7 ] x-s>x >- h ^:gsafflfc*3tt s^saa^jiHig, 

[08] h - ^ma¥J«0c 

[tfF^olfiW] 

1 ni/tfa. — ^?i^X7"A 
1 0 X— >>'a:>'Mf— 

1 1 a-ftsij»gp 

1 2 mmmm.'^mmm 

1 3 

1 4 ISS^tmS^MJlgP 

1 5 iiuifiamiifia^ 

2 0 ->xxAMffiifa-9--^^ 

3 0 
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